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A Behavior Based File Checkpointing Strategy

ZHOU Yifan
(Wuxi Big Bridge Academy, Wuxi 214000, China)

[Abstract 1 Checkpoint/restart is an important method of system fault tolerance. It saves the
state of an executing program periodically and recovers it after a failure. As many applications
involve file operations, supporting file rollbacks is essential for checkpoint/restart. Complete
backup can restore files to the correct state, but its cost is too high. In this paper we propose a
behavior based file checkpointing strategy (BBFC), which provides a correct recovery of file data
and ensures consistency between file state and other states of a process when arollback is done by
restarting the program from the last checkpoint. BBFC classifies details of the file operation
behaviors and provides a guidance on what to be saved during file checkpointing according to
those behaviors. It dramatically minimizes the overhead of file checkpointing due to the reduction

of file datawhich need to be saved. And it is transparent and easy to use.

[ Key words] computer software; file checkpointing; behavior based; rollback recovery;
consistency; checkpoint interval
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TR —8B 7, FESCAFRAS sl I BR B SO 52 748 DL libckp 1) 2tk hie libfep SR H
HE SRS, 75 B TR undo (5 Eid /e H B SR, fEREF RIS Z i M H
B EFHAT undo EAE RN AT IR R SCHRAS o X P b SRS 25 R P 1E 85 38 4771 R 1 TH A4 1

5




PR iR R LIBVFO REURH] 1 — FEIR S SRS, R A6 i 18] B o ) ST
BAF AL RN R ER X, & MRE RN A HIES A, LIBVFO il 17—
JRREM AT R G8, SHRIERGEEIBOR, sSel BN R %

2 XHTAFER A RFRE R

AR S D7 10 75 38, AT DR SISO R AT D9t Bldnxs - BUR 05 53T T
MO R BEREATIRERAE, T LR 505 ST IR SO R REREAT B84 F, 10 LAS 5 AT
SCAE AT REREAT BeARA T, BRI REHEAT S A . BN AR PR B n 2 A t I 221 gk
17, B IRE 2 b — M A n BRPRESAREE A T AT . IRIEATRHERIAE, TP
AT DR LR AN [F] R RAF VR 2 SR

2.1 REECHHIRIFIRE Hng

RSN BEASRAEN, BIKRE I H RS RIS, iS4, 10175
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Fig.1 File state before and after being modified
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Fig.2 File state before and after being appended
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ZPRE L. XN FR A E A n ORI L SCIFREE S ATIF S RS4RI E
PEEE, HREFRIEKER, R SCIEE TS B IR SO LRI n i ZI 0 SO . i
TR SHE AN B B AT S, EiEEE, DA T E R AR
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Fig.3 File being read before modified
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2, ARX AR T ELK A AR (R R, ™ S50 1 A AT s R G Al P . AR SR TS
BAEMAT ARAE, $EH—PhIETAT RHE I SR 2 04k % BBFC (Behavior Based File
Checkpointing), RERSFEARAMEE 1ok DK A 5 18] B 75 BEORAE I SCAF I Y, AT BRAR ST AR A
AT T S T

BBFC (¥ 5 A< AR ARYE SCPF AT ARFAE, AT R b RAT SCIE P9 25 R IB/INT 4 o AR
SCHRFT TR, T RS RS M0k, ERRATR A s R & R SO 1 @ RS 5,
A BORAE A N2 o BARMBZ R AER B R P RSO 44 . SCHRBE L FTHF 720, BeS Hadt
55, R R I T SO, RE S fRE S S B S R, R S A R R
(SR

ST S SO, AN TEAS SRR ot SO Al — XUR AR T R R SRR LR
W ATRAFAR L XA ) S A 2, LB S B R 7 BT J5 B BB o i e R e, e
TH LR TR B IS B o BRI T ZMOC R s S SO, FERE A R R
w5 RS R SO B S B, T ) — SO R AR R AR S 5 — IR B 1R AE
(01, BEZ SO e LB SO R AR 0 S 2 log SCHFHR o R 7 [R5 1 S R T 1S ST #F
JEVEAS B RO, BT EERE log SCHF A AR AE IO STAF BB S 1ml o DRAF SO 2 RIS A
HERELE— AL AT s 1R pOnS Rl — SO SR A T SR J5 3R — AN SR AL, IR R 5 22
KAET ZIREEAE, BASCHFPAE— AT s Bl 2 5 2 RERAE— IR, % T ST
M2 IR BT« AR T IS A1 ZS RIF4, SRRSO PRI 5 IR A 5 log ST
A e R SO SRR A5 1] RO T K o
3.2 FEHIELEM
321 WEBRER

BBFC 3t i S St SCH B EEAT A B, A4 SO R4y O R FE i Se e B, kA%
RS BARIR A D SRS I, 7T DL E 3 & SO B ORI, B2 D T8 .
TE B BAG Y SR [ 1 S I AR BSIRAS RAN S ARAE R, AR — A0 N —ANSCfEd, e
AFRe WIRSHFKEE N L, SUHERIONA B, MPRER KN A LIBB)FH, RNEfhFF. ik
AR AR E 1 RIRZ SO HAE ZAG 5 R RS b R A T LR, LURRALN 0 7R %
PEYAEZAR AT AN P R R A S - SRR P I LU B 1 SRRSO AR 124G 2 5
VR R AL T B, HURFAL Y O FRAZ S ERAEIZAG 23 i (AR b M AR R A E B 44 . i 2RAE
R AT RIRR R T SO L YGRS S A, W — e BB INRIEAE S, ARFEL
B S M, P RS SRR R 4.

YL SRR R BB S5 A F

#define BBFC_BLOCK_SIZE 4096  //SCAFHK/N, BN 4096 15

struct fileop_state_map{

char BBFC _flag; IIBBFC tri&, &%&E3)BBFC, 1, 0N;
unsigned long file_length;  //_b— VA 2 AN SCA K L
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char * r_state_map; IEIRA R ABET

char * w_state_map; IEPIRA R ABET
}
block
block
...... 0 1 ceceen 0
block )
file R/W state map
Kl 4 B5RER
Fig.4 Read/write state map
322 log XXt

BBFC /> Lz 5 7 U ISR R —AN log ST« log SCAFLE XS N SCAFFT 5 1
UK A R RO G, ERRIAT SR A RS H0E 2. log SUAFIE I R 4ERE SCHHIRAS
5 ERRARAS 10— B L BURAT B SCFEAE B, BRSSO RSO H s . B A BE
SCAFH R log S — A offset 7 BURI— /N K BE (1) data B . 4 F2 /7 IR, A
log ST A BEHCLAFHUE B, B SO m 44 SO HEiR 5 T8 5 SO AR R X 35
log S AR & 5 s

block
block
------ offset data offset data
block
file logfile

KI5 log A A

Fig.5 logfile format

33 Hi
331 XHBIEMRZGREARE
NSEIXT SCAEAT MR a5, BBFC %t read. write. truncate. unlink 25 22 481 FH i3E47
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B4, EX S R A B AR E R BAARE E, BT SRS R 4T R SO B B A5 1 25
BAE . ROV IR R RR TR B 1), H AN SRR IR s e . BRI
¥
read(){
if(BBFC_flag==1){
i PSR AEAE SO BE L 38 BB N AR DG SO BRAE R AS 2 HRoRt R B AR A
PR TS B LU AL E 1

}
original_read();
}
write(){
if (BBFC_flag==1){
i P71 5 B EAE SO R LY B A 96 SO DA 12 B IR AR 3R rhoxsd 2 6 EEARR 2
If (IR A NS B LR ==1 & & E IR AR RN 0% EL 3 ==0)(
WWFRAZIAFHAE B 2 filelog;
}
R LNS B LR AL E 15

}
original_write();
}
truncate 7] LA 0 ATV Bl Y AR S SCAF RS 23 5 1845, unlink T BLUE 11X 843
PRI S, SEIRAEAS write 25181,
332 MXHRERAKREMKE

SR R AL BRI AR S
file_checkpoint(){
i Py B> CAT T s 3 30
TRAFSCAF A4 ST E . AT0T07 20 IS HREHE A m (S
if(RAE 5 07 SATITN
E BBFC flag & 1;
# file_length Jy=4 i UK L
WEAEEMRRR L. SIREER:
A IR SR IFTE O;
ERERERIFHE O
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if(filelog AAF1E)
B filelog;

vE I

}else J5 % filelog:

}
file_restore()}{

i 3 A — A S DR A R ST

FITFSCAE, IRE SRS R

P SO 38 SR A E

if(LL 5 77 50T
M filelog AKX BLEITAT SCAFUE BB NJE SO, RS RSO 25
= BBFC flag i 1;
# file_length 9487 ST B Ls
A RS R IFE O;
A SRS R IFTE O;

7E= filelog;

}
34 HRHERER A

BBFC J&—Fhi5: TAT NRHIE M SO fr 25 AL AL SIS . BBFC SRR [A] A ITA4 £ 24
B B U (I AR P As AT W RS S R AR AN T4 o« FRAT T O P AR o 5L, DA R
B/ U5 05 ST SCAE LR A S O sAT SO I A e s i e 5, He i i or
RN TPIF . B RGHT linux2.6.32 Fl bler-0.8.5 0 5idkE S, SEIl FRRAS K AT
MEIEEARDIREH BLCR 58/. HT BLCR fSCHF 4% B IE(E B IRF 51k &, BBFC
FEE ARG B3I 70T 30 B RIS R R SR . A G /2 Cent0S 6.5, 1G AT, 40G
WAL RGE, U/ 4096 7745 . TRZE R4 6 Fiow, BEALRRZ UK (G), HAktn
T RGN AT (S,

WSRO o Rkl RE, W4T R F RSO 8 A5 B A AU
—HBr, AR A AR DN, R AT A SO IR B S ANZ R, JLFA] 20E .
R LA S 7 AT, B4 B S IR S S AR A N9 5 SRS R RAE, BT
B IRAERAE WAL, IXFB5 ISR TR R AR AN s 0 St — a0 S CEAS 7 et [ B v %) A [
SRR S %A, AR RE B AU RN A, IXER S TR AR RO, FEE 6
Ha] DLE BXMIE G I RGN R8T LTS5 75 2240 1 SO 2 OB B . BBFC 2B T
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iy, libfep PRAFRG A AR RE I BT A 'S BV E AR SR SO 8, BBRFC W RAAEAR MR Lo s
A L [ BE f EEORAF B SCAF P, I IA) S 2[4 W1 R AT libekp, libfep S84 & s R 4t . BBFC
SRR B, ERIE RGNS BN, AL LIBVFO FE Sl L B gy

16

@
14 -
E
& 12
= 9
#
Mg
——RDONLY/WRONLY
6
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Fig.6 time overhead of BBFC in two extreme cases
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AR BBFC #ils, SEEL 7 RERE A RIS s SR i BSOS B LT RE, RE R
RPRAERE BB PR E I SCPHIR S SRR 4R IR R KR — 2. BBFC SRISTERAE RS0 RS
Bl XA EY], AREESN AR JE SOHRIEAT AL 2 KA 734
BBFC 5l KR 1 62 s 18] B8 7 ZEORAF B SCAE B B T SO & s IO TR] . 25 [B] 0
B, fEvEBE AT libckp. libfep 2 MR 4.

BBFC K SCAF SR/ R A 2 B2, SOPFRORTT e 2 DR A7 — S s, S ff
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