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Abstract

With the rapid development of infrastructure including power grids, managers in
power industry these days are faced with an increasingly severe problem of theft of
electricity. Theft of electricity has negative effects on many socioeconomic aspects,
including impacting stable growth of economic for power enterprises and social
development. The traditional anti-theft means require officers checking the integrity of
kilowatt-hour meter and the correctness of wiring house by house, which requires
enormous manpower and material resources. With the advancement of information
collecting technology, power enterprises now possess relatively complete database of
power consumption. As a result, performing data mining on existing database and
identifying abnormal users has become a hot topic in the field of information technology.

The purpose of this paper is to identify abnormal users with machine learning
algorithms, providing power enterprises with means to detect theft of electricity at lower
cost. The contributions of this paper are listed as follows:

1) Propose various features, providing means to describe users’ behaviors. First,
single variable features (mean, difference, coefficient of variation, range,
standard deviation) and double variable features (cosine similarity, Pearson
product-moment correlation coefficient) are calculated based on user (month,
season, year, holiday, workday) power consumption. Then principal component
analysis is used to perform dimensionality reduction on the dataset. The dataset
is finally scaled and oversampled to form the feature dataset.

2) Study various classification algorithms, optimize hyperparameters, providing
models to detect theft of electricity. In this paper, the mechanism behind support
vector machine, BP neural network, random forest and XGBoost is studied and
the hyperparameters are optimized.

3) Compare and evaluate different classifiers, provide suggestions for real-world
application. In this paper, different classifiers are evaluated with different metrics
and best classifier is recommended based on real-world dataset and different
application scenarios.

Keywords: theft of electricity, surpervised learning, user behavior
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Fig. 1. Theft of electricity detection model based on supervised learning
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RS Z AL BN BR S E BRI, &8 T LU Il Rk T
R 22 0.0005,0.001,0.003,0.005,0.007,0.01, SZIGEE 4L 3 F1E 5 Fix.

% 3. [ learning_rate §1 hidden_layer sizes T BP HEUREH#HE

Table 3. BP Model precision table for different learning rate and hidden layer sizes

hidden_layer_sizes/  learning_rate/  Accuracy/

Precision/  Recall/l  Time(s)/

Accuracy

Recall

fa = AL RS HiRTIES R E S A CTE SO N ]
85 0.0005 80.26% 79.55% 81.75% 215.52
85 0.001 82.58% 81.81% 83.85% 172.06
85 0.003 82.90% 81.83% 84.60% 160.63
85 0.005 79.92% 78.74% 82.24% 170.63
85 0.007 76.82% 73.32% 84.41% 142.14
85 0.01 74.08% 71.80% 79.79% 128.15
30 0.003 75.10% 73.68% 78.22% 88.70
50 0.003 79.26% 79.05% 79.91% 118.30
70 0.003 81.95% 81.10% 83.51% 135.99
100 0.003 83.58% 81.94% 86.13% 231.29
110 0.003 84.90% 83.11% 87.71% 222.24
0.900 0.900
0.875 0.875
0.850
0.825

0.900

(85,5) (85,1) (853) (855) (857) (8510) (30,3) (50,3) (70,3) (100:3) (110,3)

0.800

Precision

0.7754
0.750 1
0.725+

0.700 -

(@) (hidden_layer_size,Learning Rate 10”)

(85,5) (851) (853) (855) (857) (85.10) (30,3) (50,3) (70,3) (100,3) (110,3)

(b) (hidden_layer_size,Learning Rate 10’3)

(85,5) (85,1) (853) (855) (857) (8510) (30,3) (50,3) (70,3) (100:3) (110,3)

(c) (hidden_layer_size,Learning Rate 10'3)

(85,.5) (85,1) (853) (85,5) (857) (85,10) (30,3) (50,3) (70,3) (100,3) (110,3)

(d) (hidden_layer_size,Learning Rate 10'3)

& 5. BP #HZME A RS RA BN E I ER T LR R
Fig. 5. BP Model precision graph for different learning_rate and hidden_layer_sizes
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I ARy T =P EA G LN R RS 6 E A et Rt R RSB SR iy = K s
BBEFEAE G, SRR HE IR N ik, v T IR A BB 2
BT, ARSCBTE T T SRR .

HERESHH N MEMEL NS EEE0ES R 2 B), &FETUTNREZ
BAESR TR RS Z A 5 30,50,70,85,100,110. M1 5 AR, HEEESEH
PEUNT 85 B, SR TR v A e R A ] e 2 i A B 2 JE S AR 3G o B R4
By 4B R AR 85 MUIEAE ARSI e, EARUET R AN A [l =G FTiL e,
(FZATIS R B 3G, PRIl ARIRSERE R 85 1 it i Bl S Ar 4

4.3.3 FEVLERMSH T

B RIRE (max_depth) M AR (n_estimators) #R5E | Bl HLARMAL AL (1)
PERE, ASCWT 7RSO SR8 T R R S 4L .

1) B KERE (max_depth)

TR SR 1) e KR 2 23 U MR AR B A AT T P S A R R M . SR R SRt 1) f KR S
KN, ERIER IR, (R R TR ) B IR A B BE, B HERRPE 3R T AN
W, BATI AR . AFHREAER R R, Wk 4 & 6 s, £ EHES
BHIEOLT, A T — RIS R R e HEAT I

M 4 FIE 6 ATLLE Y, AN S B 2 IGO0 T, PSR i s oRIR B BRI
{H None I, BRI AERA A1 [0l % b, DRGS0 45 None 1F ik SR B A8 1)

BRI
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Accuracy

Recall

F 4. A n_estimators 1 max_depth T RF BE K REH
Table 4. RF Model precision table for different n_estimators and max_depth

n_estimators/ max_depth/  Accuracy/

Precision/

e Z i onl
RERER  ROE  RgE fggx  Recalll HEIE time/ ()
10 10 82.03% 80.35% 84.80% 17.75
20 10 83.11% 81.63% 85.47% 32.64
30 10 83.22% 81.49% 86.00% 46.14
40 10 83.13% 81.49% 86.00% 64.45
50 10 83.83% 82.29% 86.05% 77.65
40 20 97.75% 96.54% 86.21% 86.40
40 30 98.66% 98.28% 99.05% 90.84
40 None 98.68% 98.32% 99.05% 91.85
30 30 98.57% 98.13% 99.06% 68.31
20 30 98.55% 98.06% 99.04% 45,95
10 30 98.40% 97.79% 99.05% 22.37
5 30 82.03% 80.35% 84.80% 17.75
10 None 83.11% 81.63% 85.47% 32.64
1.000 -
0 os6 HEEE
oo 1O [ B S S |
0.900 I I I I I I I
_ 0875 1 I B B
:% 0.850 I I I I I I I
Tt 1 [ Y [ B |
2 0.8004 I ] S B B |
0.775 4 I I I I I I I
nnn
07259 1 1 |

(10, (20, (30, (40 (50, (40, (40, (40, (30, (20, (10, (5, (10,
10) 10) 10) 10) 10) 20) 30) None) 30) 30) 30) 30) None)

@) (n_estimators,max_depth)

(10, (20, (30, (40 (50, (40, (40, (40, (30, (20, (10, (5, (10,
10) 10) 10) 10) 10) 20) 30) None) 30) 30) 30) 30) None)
(c) (n_estimators,max_depth)

Time(s)

(10, (20, (30, (40 (50, (40, (40, (40, (30, (20, (10, (5, (10,
10) 10) 10) 10) 10) 20) 30) Nome) 30) 30) 30) 30) None)

(b) (n_estimators,max_depth)

(10, (20, (30, (40 (50, (40, (40, (40, (30, (20, (10, (5, (10,

10) 10) 10) 10) 10) 20) 30) Nome) 30) 30) 30) 30) None)
(d) (n_estimators,max_depth)

& 6. RF BEHLARARAS RIS S B EA R KR T SR 4R

Fig. 6. RF Model precision graph for different n_estimators and max_depth
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2) PIRMWEE (n_estimators)

PRSI IRt 22 5 AT () ME R PE RS AT R, QUM B E N, &
RRERL P HERf FE AN R 2RGSO R, BARBRS CRIEAR A 1 HER
ER S R REAT I A, O 7 FHRENSE, fEHARSEBE BB S

(H E— a3 R sEM & EREN 300, NZ2ADREE B
(10,20,30,40,50) Tk 3 I P S H

Wk 6 fn, JHAMSEFAMFERREI Y, REMIEEMN 10 ITes, #ERE
A R Z AR, T RS B 10 B, B BB b o i DLA IR SESG %
10 R L iR M O B

4.3.4 XGBoost St

SR I SRR AT B RIZE, AR IEE IZE 2 2888 .
EZE & B B Y P RE, P S HOEAT AT 2 RE 2, 7F XGBoost
BRI, R8T HEEBESH. B 5 SRR IER I earning_rate Al
n_estimators; %] CART 4K/ max_depth . min_child weight 1 gamma; %47
B KFEH) subsample A1 colsample bytree; 1E NI 5244 reg lambda.

1) learning_rate F1 n_estimators;

learning_rate /& XGBoost 5iE4% % CART B 5 S E 458K, n_estimators N
ERCE IR CART %k, SHRAVERMILSH VMG, EERBILT,
learning_rate #RIK, MAYMIEIEBLF, (HIEBFR RS, v 7 PHAIZ 4TI E A
TRAVEREZ AT &, A, FEARRSIR ., B 56K leaming rate BB NHIHI{H,
PO SRS EESERIEY. 5E, BEREESH, ABFEK learning rate &
$e e n_estimators $fE, TR AR [A] YA R 1 e SR AL B S A S

2) max_depth . min_child_weight f1 gamma
XGBoost 73283 H14% CART ¥, max_depth . min_child weight il gamma
R P CART R J& 9 B % 2 #0 . max_depth % #| CART #% K% Ji¥ ,

17




1=

min_child_weight ¥ CART 43225 -5 s e /MUEE,  gamma A F0VF 73 2201 38 28 B
/IME . H°K min_child weight fl gamma 2R B INORSF; 3K max_depth 2425
BOERE, REWERESEME. N 7RG, REBEMZET, Ak
SEI6 A AR R A 77k, $8 3] max_depth . min child weight Al gamma )54

{6 9,1,F1 0 (SEIGEERILE 5. 6 FE 7).

# 5. N[F max_depth « min_child_weight FHEZEIHIEHER

Table 5. Model precision table for different max_depth and min_child_weight

max_depth min_child_weight accuracy precision recall
3 1 87.62% 84.25% 92.52%
3 3 86.85% 83.65% 91.59%
3 5 86.29% 83.23% 90.88%
5 1 95.42% 92.49% 98.87%
5 3 94.87% 91.64% 98.75%
5 5 94.29% 90.87% 98.48%
7 1 96.81% 94.73% 99.14%
7 3 96.29% 93.81% 99.12%
7 5 95.87% 93.11% 99.08%
9 1 97.14% 95.33% 99.14%
9 3 96.57% 94.29% 99.14%
9 5 96.25% 93.74% 99.13%

R 6. AF gamma FHEESZNEHER

Table 6. Model precision table for different gamma

gamma accuracy precision recall
0 97.14% 95.33% 99.14%
0.1 96.96% 95.00% 99.14%
0.2 96.68% 94.51% 99.11%
0.3 96.37% 94.00% 99.06%

0.4 96.33% 93.94% 99.06%
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(a)gamma
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1 —A— min_child_weight=7
0.940 0.844
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(b)Max_depth

& 7. AF] max_depth - min_child_weight 1 gamma TFAREL 43R5 H B ph 28

Fig. 7. Model precision curve for different max depth ,min_child_weight and gamma

3) subsample 1 colsample_bytree

XGBoost Fo VF X £ 48 4 R F AT FlRE A0 21 il DLUEE S 4005 A IR s B & .
subsample f&XIEAHEESATITIHEERI LB, colsample bytree f&XAHFAEIEAT FIHHAFE
tetle Dy 7 HRE 0 AR RN GRRSUR RIS Fis SR, SEge ol AR R 1K T ik ik
HY subsample A1 colsample_bytree I ALE 0.9 F1 0.8 (SL5u 455K W& 7 FIEl 8).

# 7. AN subsample 1 colsample_bytree FAEEIH)IEHER

Table 7. Model precision table for different subsample and colsample bytree

subsample colsample_bytree accuracy precision recall
0.6 0.6 96.16% 93.58% 99.13%
0.6 0.7 96.16% 93.58% 99.13%
0.6 0.8 96.34% 93.90% 99.12%
0.6 0.9 96.34% 93.90% 99.12%
0.7 0.6 96.32% 93.88% 99.10%
0.7 0.7 96.32% 93.88% 99.10%
0.7 0.8 96.40% 94.00% 99.12%
0.7 0.9 96.40% 94.00% 99.12%
0.8 0.6 96.28% 93.82% 99.09%
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E7

subsample colsample_bytree accuracy precision recall
0.8 0.7 96.28% 93.82% 99.09%
0.8 0.8 96.40% 94.01% 99.11%
0.8 0.9 96.40% 94.01% 99.11%
0.9 0.6 96.37% 93.97% 99.10%
0.9 0.7 96.37% 93.97% 99.10%
0.9 0.8 96.54% 94.28% 99.09%
0.9 0.9 96.54% 94.28% 99.09%

0.942

Kl 8. A~ [F] subsample 1 colsample_bytree 7 431 B M1 2%
Fig. 8. Model precision graph for different subsample and colsample_bytree

4)reg_lambda
reg_lambda »& XGBoost [1] L2 T Z# 4. XGBoost 5| A IE U 15 AL AL 5 %

FE, A, $2R reg lambda AR R ST ORF o £ SCAG P IE T AR AL R
JiiE, B A reg_lambda {H SE-05 (SEIGZ5R WAL 8 M1 9), LA RFRIHE R
REMTH T
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F 8. AF reg_lambda TR ;RS ER
Table 8. Model precision table for different reg lambda

reg_lambda accuracy precision recall

0.00E+00 96.47% 94.13% 99.12%
5.00E-06 96.47% 94.13% 99.12%
1.00E-05 96.47% 94.13% 99.12%
5.00E-05 96.53% 94.23% 99.12%
1.00E-04 96.51% 94.20% 99.12%
1.00E-03 96.47% 94.13% 99.12%
1.00E-01 96.51% 94.23% 99.09%
3.00E-01 96.50% 94.17% 99.12%
5.00E-01 96.43% 94.06% 99.12%
6.00E-01 96.51% 94.21% 99.12%
7.00E-01 96.50% 94.18% 99.12%
1.00E+00 96.35% 93.92% 99.11%
5.00E+00 95.20% 92.07% 98.91%
1.00E+02 71.20% 71.12% 71.34%

0.95+ —aE—EE— a— E-mamg

\I
0.90
_ 0851
gmm
0.75
0.70- -

-7.0-6.3-5.6-4.9-4.2-35-2.8-2.1-1.4-0.7 0.0 0.7 1.4 2.1
log(reg_lambda)

& 9. A Al reg_lambda AR5 A8 B 28

Fig. 9. Model precision curve for different reg_lambda

4.4 BEERIMERE ST

AL 42 KT8 I 73, EHEERE 1 (T0MRHIE) FsdEs2 (5
AR SRR REIEAT T LB P4l fEAHAERAZE (accuracy). FETiZE (precision)
MAEZ (recal) RPN FITE R LA RWE 9 P,

21



R 9. BRI FMRFNR

Table 9. Model performance evaluation table

Y BP 145 W 2% R EHL BEALARK XGBoost
A GRS 1 2 1 2 1 2 1 2
Accuracy  72.15% 60.13%  N/A N/A  98.53% 96.55% 73.37% 68.56%
ﬁ Precision  75.14% 63.16%  N/A N/A  98.05% 94.89% 73.31% 69.37%
i Recall 66.98% 50.43%  N/A N/A  99.03% 98.40% 73.51% 66.43%
Time(s) 27.66  94.20 N/A N/A 1947 529 3029  4.26
Accuracy ~ 83.94% 60.13% 67.21% 50.08% 98.53% 96.55% 97.72% 96.67%
E@ Precision  82.68% 63.16% 69.34% 86.88% 98.05% 94.89% 96.47% 94.47%
I Recall 85.98% 50.43% 61.72% 20.14% 99.03% 98.40% 99.06% 99.14%
Time(s) 109.62 9420 29546.11 84.86 19.47 529 59223 71.02
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Fig. 10. Model performance evaluation graph
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RIS, A R R BT ECHIWT e T IR, BICA T e B
PR e, JERI ST P e B, RS ER A LA R S E

MR 9 7] LUF R HLAR AR AN XGBoost BIHUFEFH /0 a5 8, HAP LR
MRELIERG A R W 505 T XGBoost. BEHLARMAL T3 1 73 FERCR A Zrid L w] REAN AT
FIRFEIEREAT %o BEHUARMR VAL AL R SR I FEA LGS URFIE 14, IXBEA RUFEAR
JiZE, Wik, FIRARARIIZRERE . R, BENLAR PRI 3 A 75 2 PR )
PR A e WG, $E2, BEHURMEEHE A B A UK, BB Z
How T DAL BB (1 45

BP £ L8 AEMER R o A R AN A B R IR T REHLARAMRAN XGBoost, HAEEK
etk | ERCRIIIEAL THHRSE 2, XTHEANT BP A 2% (P 4 RSG5 /A 5% . BP
L R 265 [ 19X 2 AR EE A I I m] DASE AR AT S SR AR LR PR, DRI s 5 BB BIL A &=
RIS, EHIRERHE S BARHMERZEA bR38) S8 RA BT IS 0L Be3R 1S
BAFHINIZREE R F3—J7 T, WL IIEHEETaBEN, b Rgiie T,
AL BP M2 P AR R I 0 6 538 1) P 4 254 ELE N A, X AT RE B2 AR Sk de H BP ff
M RIA R Z .

ML 9T LU SR ENL (SVM) FESLIGTPiIlgR E e, 7R R %= . Apl
A LibSVM HIBF [E R4 N Om2), AHEZ T RENLARMR EIERT [ R R
nlog(n), Pt SVM FIAE SR &R AT IL T IIZR KT HAR S

i e P UM SRR N I 5, RS R B AT I ], BEALARAR R
LR, KR, ESHUORRE, REE WRGEERN DI, AT
W XGBoost, £ K G AN A 10788 240 B nl E15 2 LEREHLARME S 45 2R o

5. R E5RE

RSO P R A AT 1208, o IR ISR BP M mI4s . SCRFIEAL. FEAL
M. XGBoost PUFHL &2 MR, e Ja ik Fm U EIEAES A, ATl — AL
A G RS . EEAT BRI T

23




(1) X ERIT 7T SRR AEIEE,  4ER A e SR AT b, MR UG S Ak 2
BRI ARESEE, N TINSARBIPLE 5, TR A RESEEET AR
WL 2 BRI 2R BRI 08

(2) WAL T ZFh s 7 SRR, M HAS [A) i B AN S B 5 vk %) 0 2R 28 B 5
. RAHBRLKESEECE, ¥ BP MM UER R 53 83.94%, XGBoost
FIHER R IR E 2] 97.72%.

AR ) AT e gt — 2D A 7T
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H Borderline-SMOTE 5 ADASYN #5575 & OB 8- 14, & A el 70 e 5
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